Brief information about the project

Name of the project

Development of a system for detecting disinformation in
social media content during natural disasters using
machine learning methods

Relevance

In the modern information society, the problem of
disinformation is becoming increasingly relevant,
especially in the context of social media, where the speed
of information dissemination is extremely high. The
detection of disinformation in the context of natural
emergencies is of great social importance, as rapidly
spreading false information during crises can negatively
affect public perception, hinder the coordination of
emergency services, and intensify panic. This necessitates
the development of a comprehensive system capable of
automatically detecting and classifying disinformation
messages.

Purpose

The aim of the project is to develop technology for
detecting disinformation on social media during natural
emergency situations using machine learning methods.

Obijectives

1. Development and research of models and
algorithms for detecting disinformation in social media
using machine learning methods;

2. Formation of a data corpus that includes messages
from social media related to natural emergencies, marked
for the presence of disinformation;

3. Development and training of a hybrid deep model
combining the advantages of convolution and recurrent
architectures using the attention mechanism for more
accurate analysis and detection of disinformation in
complex textual data;

4. Evaluation of the developed methods of data
markup and detection of disinformation in social media;

5. Development of an application for the integration
of a hybrid model that provides users with the ability to
download text data, automatically analyze and identify
disinformation, displaying classification results and
accuracy metrics.

Expected and achieved results

As a result of the project implementation, the following
outcomes are expected: development of a system for
automatic detection and classification of disinformation in
social media during natural emergencies; creation and
annotation of a textual dataset related to emergencies;
development and training of a hybrid machine learning
model based on CNN, RNN, and attention mechanisms;
achieving high classification accuracy (Precision, Recall,
F1-score); development of a software application for text
analysis and disinformation detection; publication of
scientific articles in journals indexed in Scopus and Web
of Science; obtaining a patent for the developed methods
or software; as well as training qualified specialists.

At the current stage of the project, the following results
have been achieved: analysis of existing methods and




approaches for disinformation detection has been
conducted; data from social media has been collected and
preprocessed; an initial dataset containing messages
related to natural emergencies has been created; baseline
machine learning models for text classification have been
implemented; preliminary testing and evaluation of model
performance have been carried out; approaches for data
annotation and identification of disinformation features
have been developed.
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Usage

The results of the project can be applied by government
authorities and emergency services for monitoring
information flows during natural disasters. The developed
system can also be used in media organizations, analytical
centers, and research institutions for detecting and
analyzing disinformation in social media. Additionally, the
technology can be integrated into information security
systems and content monitoring platforms.

Priority compared to real-world
alternatives

The proposed project has several advantages compared to
existing solutions. Unlike traditional systems designed for
stable conditions, this system considers the specifics of
information dissemination during emergency situations.
The use of hybrid deep learning models (CNN, RNN, and
attention mechanisms) improves classification accuracy
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and system adaptability. Furthermore, the project focuses
on the Kazakh language as a low-resource language,
making it unique for regional applications.
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Patents

Within the framework of the project, it is planned to
obtain a patent for the developed methods and software
for disinformation detection. The patent will be registered
in the National Institute of Intellectual Property of the
Republic of Kazakhstan.
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